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Ensuring Reliable Networks Background 

IEEE 802.1 is standardizing general architectures for local area networks 

(LANs) and metropolitan area architectures (MANs).  

Together with IEEE 802.3 they are the main working groups working 

standards for Ethernet switches. 

 

Efficient utilization of the communication bandwidth and plug-and-play 

capabilities are topmost requirements in IEEE 802.1. 

With AVB, IEEE 802.1 moved into the area of real-time communication. 

With TSN, IEEE 802.1 moves into the area of dependable communication. 

 

Upcoming mainstream IT equipment aims to provide real-time and 

dependable communication features (to a significant higher degree 

than today).  
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Ensuring Reliable Networks AVB – Audio/Video Bridging 

802.1AS Timing and Synchronization for Time-Sensitive Applications in Bridged 

Local Area Networks: a protocol and technique to synchronize local clocks in 

the network to each other. 

 

802.1Qat Stream Reservation Protocol (SRP): a protocol that allows applications 

to dynamically reserve bandwidth in the network. 

 

802.1Qav Forwarding and Queuing Enhancements for Time-Sensitive Streams: 

an enhancement over strict priority based forwarding and queueing 

mechanisms that establishes fairness properties for lower priority traffic in the 

network. 

 

802.1BA: definition of profiles for AVB systems. 
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IEEE 802.1Q 

Physical Topology 
Spanning Tree / Virtual LANs 

Ring Topology Redundant “Networks” 
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Ensuring Reliable Networks TSN – Time-Sensitive Networks 

802.1ASbt Timing and Synchronization: Enhancements and Performance 

Improvements 
 

802.1Qbv Enhancements for Scheduled Traffic: a basic form of time-

triggered communication 
 

802.1Qbu Frame Preemption: a mechanism that allows to preempt a frame 

in transmit to intersperse another frame.  
 

802.1Qca Path Control and Reservation: protocols and mechanisms to set 

up and manage the redundant communication paths in the network. 
  

802.1CB Frame Replication and Elimination for Reliability: to eliminate 

redundant copies of frames transmitted over the redundant paths setup 

in 802.1Qca. 
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Ensuring Reliable Networks 

IEEE 802.1AS  

Clock Synchronization 
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Failure and re-election 

The clock synchronization protocol is a classical master-slave protocol. 

The master is called the “grandmaster”.  

When the grandmaster fails, then a new grandmaster is elected.  

Issues with this mechanism have been reported by industry. 
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802.1ASbt Clock Synchronization 

Proposals for Improvements 
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http://www.ieee802.org/1/files/public/docs2013/ASbt-Spada-Kim-Fault-tolerant-grand-master-proposal-0513-v1.pdf 
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Ensuring Reliable Networks 

 

 

Does this sound familiar to anyone? 

 

It seems like industry has been there XX years ago. 
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Raise awareness in IEEE 802.1 of 

dependability communities … 

http://www.ieee802.org/1/files/public/docs2012/new-avb-wsteiner-fault-tolerant-clock-synchronization-0112-v01.pdf 
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Ensuring Reliable Networks … core dependability research … 
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http://www.ieee802.org/1/files/public/docs2013/new-tsn-specht-redundancy-terminology-20130115-v01.pdf 
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Ensuring Reliable Networks … and the practical relevance. 
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http://www.ieee802.org/1/files/public/docs2013/new-avb-wsteiner-8021AS-interoperability-ft-clocksync-0514-v01.pdf 
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Synchronization of AVB/TSN 

to a Safety-Critical System 

Page 12 

 

Safety-Critical System AVB/TSN System Redundant Paths 

How about to standardize the quality of the clock synchronization messages 

(e.g., announce and synchronization messages) from redundant masters? 

Relevant quality parameters in the fault-tolerant clock synchronization domain 

are, e.g.: 

• Failure modes of the clock synchronization inputs to the AVB/TSN domain 

• Worst-case temporal deviation of two non-faulty clocks in the system (precision) 

• Temporal communication blackout characteristics 

• Mean Time To Repair (MTTR) 

The IEEE 1588 alternative master mechanism may be usable as a basis.  
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Use well-understood sync protocols 

CoMMiCS 

TTEthernet Executable Formal Specification 

• Using symbolic and bounded model checkers sal-smc and sal-bmc 

• Focus on Interoperation of Synchronization Services (Startup, Restart, Clique 

Detection, Clique Resolution, abstract Clock Synchronization) 

Verification of Lower-Level Synchronization Functions 

• Permanence Function  (sal-inf-bmc + k-induction) 

• Compression Function (sal-inf-bmc + k-induction) 

Formal Verification of Clock Synchronization Algorithm 

• First time by means of Model Checking (sal-inf-bmc + k-induction) 

Re-use of the Formal Models to prove: 

• Layered clock-rate correction algorithm (sal-inf-bmc + k-induction) 

• Layered clock-diagnosis algorithm (sal-inf-bmc + k-induction) 

Verification and minor corrections of the “Sparse Timebase” Concept 

• Distributed computations without  

explicit coordination (PVS) 

Work has mostly been done in the context  

of the Marie Curie CoMMiCS project 
FP7 (FP7/2007-2013)  project no. 236701  

 



www.tttech.com 

Ensuring Reliable Networks Conclusions 

Dependability enters mainstream networking equipment (IEEE 802.1). 

 

The integration of the new functionality in the existing framework is non-trivial.  

• We know pretty well how to verify individual protocols on their own, but 

the verification of a tightly integrated set of protocols is still challenging.  

The IEEE 802.1 WG not necessarily will perform dependability benchmarking 

and an exhaustive analysis of these measures. 

 

Hence, a designer of a dependable system faces two issues when using the 

standardized IEEE mechanisms: 

1. How dependable are these mechanisms and under what constraints is 

dependability guaranteed? 

2. Are these mechanisms sufficient and how can they be improved if 

necessary? 

We have solutions to these issues.  
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